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Introduction

Paul Mockapetris did not have security in mind while inventing DNS in 1983; the security flaws discovered
were a significant concern. In 1990 Dr. Steven M. Bellovin, Computer Scientist well known for his several
RFC contributions, identified many DNS Security flaws, after which he published a paper on this by around
1995. By 1997, the IETF published an initial RFC 2065 to address those vulnerabilities. Following several
revisions and updates, RFC 4033 and RFC 4035 became a standard followed by the Internet. Finally, by
around July 2010, the DNS root zones were signed & published for the first time.

What is DNSSEC?

DNS Security Extension (DNSSEC) reinforces validation in DNS using digital signatures based on public-key
cryptography. The DNS data gets cryptographically signed by the data owner to prove its authenticity. In
addition to what existed in regular DNS without any security measures, DNSSEC introduced a
public/private key pair to every DNS Zones.

DNSSEC uses asymmetric key cryptography, where the system uses two separate keys, one is public & the
other is private. When DNSSEC is configured, the server uses the zone’s private key to sign the DNS
resource records in that zone & would also generate digital signatures for that data. The zone’s public key
would be published & a recursive resolver can pull that in along with regular DNS responses from this
authoritative server. This public key eventually could be used to decrypt the data & validate authenticity.
If the recursive resolver can validate the data’s authenticity using the public key, the DNS response would
be cascaded down to the actual requestor. If the data’s signature isn’t valid, the recursive resolver shall
return a SERVFAIL response to the requestor.

Public Key Cryptography — In a nutshell
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e Alex’s Public/Private keys form a Key pair.

e The private key is never exposed & only the sender will have it.

e Alex’s Public key is made available to the receiver by any ways.

e Alex will encrypt the data using his private key to sign data. If the data decrypts with the
corresponding public key, it helps the recipient authenticate the sender.

e This system is leveraged in DNSSEC to validate resource records’ authenticity.

DNSSEC — Common Nomenclature

e Hash Function: A one-way math function that processes information of indefinite length to create
a different, fixed-length result that is always unique to the original input.

e Digest: Output of the hash function.
e Fingerprint: The hash/digest of a public key.

o KSK - Key Signing Key: Key used to sign the DNSKEY RRs in a zone. KSK has a public & private key
to form the KSK Key pair.

e ZSK — Zone Signing Key: A key used to sign all data in a zone. ZSK has a public & private key to
form the ZSK Key pair.

e Trust: To accept the truthfulness of a DNS entity with no need to validate further.
o RRSet — Resource Record Set: Set of records with the same type from the same zone.
e RRSig — Resource Record Signature: A record containing RRSet’s digital signature.

e DNSKEY: The DNSKEY record is the zone’s public keys. Clients will retrieve this record to verify the
signatures that they receive.

o DS Record — Delegation of Signing: A record containing the digest of a child domain’s Public KSK.
DS records are generally used to establish trust between parent & child.

e NSEC/NSEC3 Record: In non-secure DNS, the nameserver returns no records when a name
doesn’t exist. No records mean nothing to sign & no signatures to be generated. The NSEC records
are a mechanism to allow DNSSEC to authenticate the non-existence of a name by returning the
next Secure record (NSEC) in the zone (which is signed).

How Does DNSSEC Work?

When we enable DNSSEC on a specific authoritative zone or all, the DNS server will sign all the resources
records within that zone with a key called the Private-ZSK. We’d use the Public-ZSK for that zone to
validate the signatures generated. Now the Public-ZSK would further be signed by another key called the
Private-KSK. To validate the signature created by this second signing, we’d use another key called a Public-
KSK. All public keys along with the signatures are published within a zone & someone can pull them by
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using this simple DNS request:

dig @<server name> <zone name> dnskey

We've read so far about the changes to a DNSSEC enabled zone itself. Signing a zone wouldn’t ensure that
an upstream server would validate the data. To reach there, the parent domain should have a link to
complete the chain of trust.

To achieve this, a hash of the child zone’s Public-KSK is placed in the parent zone (called often the DS
record). For example:

tcpwave.com’s DS record must exist within com’s authoritative servers to complete the chain of trust.
Consider the following example to understand DNSSEC validation:

1) Amy decided to log in to her bank account & make an online transaction.
2) Amy tries to access https://online.mybank.com from a browser & this is what she’ll go through:

Normal resolution when DNSSEC is disabled:

@ Local DNS Server
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Transaction
success

@
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Now see how Amy’s system gets compromised without DNSSEC protection:

Amy entered her credentials in the fake

website & the attacker looted her bank
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>
| online.mybank.com I
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Since the cache of local DNS already has an entry for
online.mybank.com, it returns 101.101.101.101 instead of getting to
145.32.11.2 which is the real IP.
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Local DNS Server

How DNSSEC will protect Amy:

Sends a non-secure referral for com + root's DNSKEYs + RRSig for
root's DNSKEYs(Signed by root's private-KSK) + DS record for com

+ RRSig for the com's DS record(Signed bt root's private Z5K)
Local DNS Server

@
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Sends a non-secure referral for mybank.com + com's DNSKEYs J

+ RRSig for com's DNSKEYs(signed by com's private-KSK) + DS

145.32.11.2 record for mybank.com + RRSig for mybank .com's DS record
@ RW‘ 5 signed by com's private-ZsK
If each successive validations pass till chor online.mybank.com I
the final response, 145.32.11.2 is » 6
returned back to the client. =
°g

Transaction
success

Sends mybank.com's DNSKEYs + RRSlg for mybank.com's
DNSKEYs(Signed by mybank.com's Private-KSK) + A record for
enline.mybank.com(145.32.11.2) + RRSig for online.mybank.com's A
record|Signed by mybank.com's private ZSK).
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From the diagram above, at steps #3, #5 & #7, the DNS server would perform a set of validations as
explained below:

At Step #3:
e The recursive local DNS server validates the root zone’s DNSKEY set by decrypting its RRSig using
the root zone’s PublicKSK(That it has as the trust anchor). The trust anchor can be shipped with

the operating system or added manually by a DNS Administrator.

o The recursive DNS Server will verify the root zone’s DS record for the com zone by decrypting its
RRSig using the root zone’s PublicZSK(Gathered from the verified DNSKEY set from above).

e It compares the public KSK with what it see’s for the same record within the DNSKEY set.

o [f all of the above checks are cleared to be positive, then the DNS server moves to Step #4 in the
diagram above.

At Step #5:

e The recursive local DNS server will validate the com zone’s DNSKEY set by decrypting its RRSig
using the com zone’s PublicKSK (That it received & validated from Step #3).

e The recursive DNS server will verify the com zone’s DS record for the mybank.com zone by
decrypting its RRSig using the com zone’s PublicZSK (Gathered from the verified DNSKEY set from

above).

e It verifies the com zone by comparing the hash or digest of the com zone’s PublicKSK with the
previously obtained DS record from the root zone for the com zone.

o [f all of the above checks are cleared to be positive, then the DNS server moves to Step #6 in the
diagram above.

At Step #7:

e The recursive local DNS server will validate the mybank.com zone’s DNSKEY set by decrypting its
RRSig using the mybank.com zone’s PublicKSK(That it received & validated from Step #5).

e The recursive DNS server verifies online.mybank.com’s A RR set by decrypting its RRSig using its
PublicZSK(Verified above).

e It verifies the mybank.com zone by comparing the hash or digest of the mybank.com zone’s
PublicKSK with the previously obtained DS record from the com zone for the mybank.com zone.

o [f all of the above checks are cleared to be positive, then the DNS Server moves to Step #8 in the
diagram above & Amy is finally able to access her bank account securely.
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Zone - Validation

Assume that tcpwave.com is an unsigned zone managed by a raw Linux machine. Assuming that the
reader understands regular bind zone configurations & zone databases, here’s how its zonedb would
appear without DNSSEC:

dnsadmin@dnsadmin-virtual-machine:~$ cat /etc/bind/db.tcpwave.com
$TTL 86400

@ IN SOA supportstaffs tech.supportstaffs (
2018050600
3600
900
604800
86400

)

Q IN NS server
server IN A 11.11.22.22
www IN A 88.88.88.8

When tcpwave.com is DNSSEC signed, two key pairs are generated. They are the public, private keys of
ZSK & KSK, respectively. If data is signed with the private key, it can only be decrypted using its
corresponding public key. Now the process of sighing means that the private key and the data to be signed
would through a sequence of steps or algorithms which will end up in new data. Now the new data & the
corresponding public key could go through the algorithm & that’ll result in the original data. The new data
is called the hash of the old data. The DNSSEC signing algorithm is just a sequence of instructions more
like a mathematical formula. To understand what a signing algorithm process is, consider this simple
example:

First, generate a key pair to sign the DNS records for the tcpwave.com domain.

dnsadmin@tcpwave$:sudo openssl genrsa -out privatezsk.pem 4096
Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)

Generating public key from the private key privatezsk.pem:

dnsadmin@tcpwave$: sudo openssl rsa -in privatezsk.pem -pubout -out
publiczsk.pem
writing RSA key

dnsadmin@tcpwave$:ls
privatezsk.pem publiczsk.pem

dnsadmin@tcpwave$:sudo cat *

MIIJKQIBAAKCAgEAwaVDa4NxzhAMxBFFiUJEf/ZEqsZtClzj8tDGrm/gMwW3Hf4r
nG3t0SdB1dVmEz1CHvsq/20V4SY11WcHqQtvx3pdkEBHBXSCYxPeep7YFYUX4sYv
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kGIsk5aW6vx6E3M2K3/UZyo7QW2kQRBA+UgeIQef£fSZ2AhHSoyhJa6£fBNagOl17IN
ThBeullVusOVaWmDEuUWTo99YxIO0eCEb6IwOe2PIC24mMKpSVua2AlfX460PAazZ5f
tmmwUlY5FTNk8PFXUOf1drOzc0QfgA7Hg4t/AWEZD2ey02aCIV8IgEqQKRdizNgVvP
MPZg8mCUZ15YJglxKg65GSO0CAWEAAQ==

Using privatezsk.pem, let’s now sign the zonedb for tcpwave.com & verify that publiczsk.pem is able to
decrypt it(Note that this is only for demonstration & in real-world, each resource records would be
signed individually).

dnsadmin@tcpwave$:cd /etc/bind/

dnsadmin@tcpwave$:sudo openssl dgst -sha256 -sign /opt/dnsadmin/privatezsk.pem
-out db.tcpwave.com.signature db.tcpwave.com

dnsadmin@tcpwave$:1ls -1 *.signature
-rw-r--r-- 1 root bind 512 Jan 1 03:42 db.tcpwave.com.signature

Now, we have db.tcpwave.com.signature to be the signature record for db.tcpwave.com. We can now
use the public key to decrypt & verify the data’s integrity by doing:

dnsadmin@tcpwave$:openssl dgst -sha256 -verify /opt/dnsadmin/publiczsk.pem -
signature db.tcpwave.com.signature db. tcpwave.com
Verified OK

Now let’s tamper the data & modify the record to simulate a scenario where the data has been
compromised:

dnsadmin@tcpwave$:sed "s/88.88.88.8/99.99.99.9/g" db.tcpwave.com
S$TTL 86400

@ IN SOA supportstaffs tech.supportstaffs (
2018050600
3600
900
604800
86400

)

@ IN NS server
server IN A 11.11.22.22
www IN A 99.99.99.9

Now when the integrity of the data is checked, it’ll end up in validation failure. In a real-world scenario,
when the data’s signature fails to prove its integrity, that’ll end up in SERVFAIL responses back to a client
— which technically means that the record is spoofed:

dnsadmin@tcpwave$:openssl dgst -sha256 -verify /opt/dnsadmin/publiczsk.pem -
signature db.tcpwave.com.signature db.tcpwave.com
Verification Failure

To understand more specifics about the implementation using the logic above, please read through RFC-
4034 which will help understand the actual representation of RRSIGs, encoding using base64, etc. As you
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may have realized by now, to validate the data in a chain, the public key(KSK) must be passed on to the
parent domain so that it’ll be able to trust what’s received from downstream(this is called the DS
record).

The ZSK’s public key is signed by the private KSK & the signature is encoded in base64 to create the
RRSIG for the Zone Signing Key. The KSK from the DNSKEY set is used to verify the authenticity of the
Zone Signing Key & that verified ZSK will eventually be used to verify the integrity of the zone’s resource
records.

Private ZSK Private KSK
Basic DNSSEC Records formation in a
. nutshell )

Public ZSK Public KSK
www.tcpwave.com + Private ZSK > Signed & Encoded www.tcpwave.com's RRSIG
mail.tcpwave.com + Private ZSK = Signed & Encoded mail.tcpwave.com's RRSIG

Public ZSK > Encoded > DNSKEY(ZSK)

Public ZSK + Private KSK > Signed & Encoded ZSK's RRSIG
Public KSK > Encoded > DNSKEY(KSK)

Public KSK > Hashed »> DS Record

TCPWave Makes It Easy!

All you need to do in TCPWave to enable DNSSEC validation for a zone is:

board # Quick Tasks i Metwork Manapement = B Infrastructure Management « & Reports = A& Administration =

4 Managed DNS Zone:
v © 0O F o B RN & T 0N AN -2
IEI_-E-
- c O L& exampledomain.com Pylab-Cffice zone-t=mplsts-ziman  B34I0 Sec ® @ 2021125234 ®
° # L& tcpwavecom PyLab-Office zone-templats-a'man 22420 Sec ® (O] 2021124538 ®
hd [ Clone

Showing 110 2 of 2 entries 1 row selected

@ DNSSEC

L Edit wi' Enable DNSSEC

— Force Sync

# Freeze
! Monitoring f
O Siatus
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TCPWave IPAM takes care of the key rollover automatically. That single click will take care of all remaining
things in the backend such as key pair generation, RRSIG creation for all zone RRs, etc. By default, KSKs
arerolled over every year & the ZSKs are rolled over every three months. TCPWAve IPAMs have embedded
support for the DNSViz utility to make administration much better. An administrator can immediately
lookup the chain of trust for a domain managed within the TCPWave infrastructure.

DNSSEC Key pair automatically generated after clicking the “Enable DNSSEC” option above:

192.1 29.55>pwd

/opt/tcpwave/chroot/var/named/keys

192.168.29.55>1s -1

total 16

-rw-rw---- 1 twcadmin twcadmin 386 Dec 31 23:34 Ktcpwave.com.+008+16590.key

-rw-rw---- 1 twcadmin twcadmin 1847 Dec 31 23:34 Ktcpwave.com.+008+16590.private
-rw-rw---- 1 twcadmin twcadmin 386 Dec 31 23:34 Ktcpwave.com.+008+18170.key
-rw-rw---- 1 twcadmin twcadmin 1847 Dec 31 23:34 Ktcpwave.com.+008+18170.private
192. 29.55>

DNSKEYs visible to the outside world for validation (Check out the Key ID & compare it with the snip
above)

; <=<>> DiG 9.11.35 <<>> @192. 16¢ 5 tcpwave.com dnskey +multi
; (1 server found)
global options: +cmd
t answer:
;3 -=>HEADER<<- opcode: QUERY, status: NOERROR, id: 23951
;33 flags: qr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

53 OPT PSEUDOSECTION:

; EDNS: version: 0, fla ip- 17242

; COOKIE: 25f405826b3c91349d22509261¢cf93eaa4370546028b1348 (good)
;; QUESTION SECTION:

;tcpwave.com. IN DNSKEY

; ANSWER SECTION:

_pwave.com. 86400 IN DNSKEY 257 3 8 (
AWEAAYWSBTQBy+TDfsJIBFsrFh4EB7VQR3pnps8+uhWK76
WMIDc891k1eSPplDoRtmZXjcTTa8eGrPVprugSGXkZLz
mwdqqUt fySN2beylGQdeMWwbZVpWSz 2+UGN18q0X81h2
00zvJz5tJ07FjFOh6/chb2WB1fkqYGEVIs2fVZ341nGj

Pub_ KS K mErEVBCeUpLhvm1EpSQ25P4vGeWqBBMoO /U2GVIT X PX
LAZBYx/CpdQDbB7LxY1u7V47495P /uwjONCtaRkvyB4K
9BTTZ0ab9EwwBNDzRswtc7wu SpUkb3dOgPbIV11YR
51bRywBM/2bj7TfPIYr6Ic/rfm2iEVQONCBu+bYc=
) ; KSK; alg = RSASHA256 ; key id = 18170

tcpwave. com. 86400 IN DNSKEY 256 3 8 (
AwEAAZDEYNFfJIUb0Qobp81iTtOpo601jITUGBixRIN6QF
yTBbfbOkzzUBEBS/k5KgQ0Je9Wirk7H3eMAZX31GdT98

P b ZSK AcAcm2PMF1RcPLgSEaSWwArG2G5TOUC 1Sq @LiJaHTj 1X0s

Ll = d9/1hkCvB2LK21PeBulglLhGDHvUquk8S19A+1N3m
1IdtvJGVVoZvdz f 18Mk41Z8MAUI3/v/9hKGU
BRdHvbbojmSeA2rhj+V/zeCD+Z4UagHwsq022C
4M/LrhYZ5sHhO1iL2hn7Y rvExHUSt3GDcER24wOmEApoN
gTYeuTKm50WEGmMB1 fEZsLg4Ce11s TKgcYQ2HuoM=
) ; ZSK; alg = RSASHA256 ; key id = 16590

R
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TCPWave has support for reports around DNSSEC & many other security features. For a quick demo,
contact the TCPWave Sales Team.
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